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ABSTRACT

Recently, various studies on malicious URL detection using artificial intelligence have been conducted, and most of the
research have shown great detection performance. However, not only does classical machine learning require a process of
analyzing features, but the detection performance of a trained model also depends on the data analyst’s ability. In this paper,
we propose a DL-ML Fusion Hybrid Model for malicious web site URL detection based on URL lexical features. the
propose model combines the automatic feature extraction layer of deep learning and classical machine learning to improve
the feature engineering issue. 60,000 malicious and normal URLs were collected for the experiment and the results showed
23.98%p performance improvement in maximum. In addition, it was possible to train a model in an efficient way with the
automation of feature engineering.
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Table 1. Types of URL forgery

Type Description

Type 1 | typo-squatting(miss spelling)

insertion of sensitive and reliable

Type 2 word

Type 3 | insertion of another domain

inclusion of special character, ip

Type 4 address, numbers

Type 5 | short URL conversion

inclusion of malicious executable file

Type 6 . .
P name with extension
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Table 3. FEB(Feature Extraction Block) structure

FEB Model FEB Layer Structure

InputLayer
Embedding
ConvlD
GlobalMaxPooling1D
Dense
Dropout
Activation
Dense

FEB4 | CNN-32-5
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CNN Embedding
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Fig. 6. The performance of DL-ML Fusion
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